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Identify, manage, and counter security threats with the Cisco Security Monitoring, Analysis, and Response
System

Dae Tesch
Greg Abelar

Whileit is commonly understood that deploying network security devicesis critical to the well-being of an
organization’s systems and data, all too often companies assume that simply having these devicesis enough
to maintain the integrity of network resources. To really provide effective protection for their networks,
organizations need to take the next step by closely examining network infrastructure, host, application, and
security events to determine if an attack has exploited devices on their networks.

Cisco® Security Monitoring, Analysis, and Response System (Cisco Security MARS) complements network
and security infrastructure investment by delivering a security command and control solution that is easy to
deploy, easy to use, and cost-effective. Cisco Security MARS fortifies deployed network devices and
security countermeasures, empowering you to readily identify, manage, and eliminate network attacks and
maintain compliance.

Security Threat Mitigation and Response helps you understand this powerful new security paradigm that
reduces your security risks and helps you comply with new data privacy standards. This book clearly
presents the advantages of moving from a security reporting system to an al-inclusive security and network
threat recognition and mitigation system. Y ou will learn how Cisco Security MARS works, what the
potential return on investment is for deploying Cisco Security MARS, and how to set up and configure Cisco
Security MARS in your network.

“Dealing with gigantic amounts of disparate data is the next big challenge in computer security; if you're a
Cisco Security MARS user, this book iswhat you' ve been looking for.”
—Marcus J. Ranum, Chief of Security, Tenable Security, Inc.

Dale Tesch is a product sales specialist for the Cisco Security MARS product line for the Cisco Systems®
United States AT Security team. Dale came to Cisco Systems through the acquisition of Protego Networksin
February 2005. Since then, he has had the primary responsibilities of training the Cisco sales and engineering
team on SIM systems and Cisco Security MARS and for providing advanced sales support to Cisco
customers.

Greg Abelar has been an employee of Cisco Systems since December 1996. He was an original member of
the Cisco Technical Assistance Security team, helping to hire and train many of the team’s engineers. He has
held various positions in both the Security Architecture and Security Technical Marketing Engineering teams
at Cisco.



- Understand how to protect your network with a defense-in-depth strategy

- Examine real-world examples of cost savings realized by Cisco Security MARS deployments

- Evaluate the technology that underpins the Cisco Security MARS appliance

- Set up and configure Cisco Security MARS devices and customize them for your environment

- Configure Cisco Security MARS to communicate with your existing hosts, servers, network devices,
security appliances, and other devices in your network

- Investigate reported threats and use predefined reports and queries to get additional information about
events and devicesin your network

- Use custom reports and custom queries to generate device and event information about your network and
security events

- Learn firsthand from real-world customer stories how Cisco Security MARS has thwarted network attacks

This security book is part of the Cisco Press® Networking Technology Series. Security titles from Cisco
Press help networking professional s secure critical data and resources, prevent and mitigate network attacks,
and build end-to-end self-defending networks.
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From reader reviews:
Judith Lucas:

Do you have favorite book? In case you have, what is your favorite's book? Publication is very important
thing for us to know everything in the world. Each guide has different aim as well as goal; it means that book
has different type. Some people truly feel enjoy to spend their time and energy to read abook. They are
reading whatever they consider because their hobby will be reading a book. Why not the person who don't
like examining a book? Sometime, individual feel need book whenever they found difficult problem or
maybe exercise. Well, probably you will want this Security Threat Mitigation and Response: Understanding
Cisco Security MARS.

Pat Swartz:

Spent afree time for you to be fun activity to complete! A lot of people spent their leisure time with their
family, or their friends. Usually they accomplishing activity like watching television, likely to beach, or
picnic from the park. They actually doing same every week. Do you fed it? Do you wish to something
different to fill your own free time/ holiday? Might be reading a book is usually option to fill your no cost
time/ holiday. Thefirst thing that you'll ask may be what kinds of publication that you should read. If you
want to consider ook for book, may be the reserve untitled Security Threat Mitigation and Response:
Understanding Cisco Security MARS can be very good book to read. May be it might be best activity to you.

Tara Gamboa:

The actual book Security Threat Mitigation and Response: Understanding Cisco Security MARS has alot
details on it. So when you make sure to read this book you can get alot of help. The book was published by
the very famous author. Tom makes some research ahead of write this book. This kind of book very easy to
read you will get the point easily after scanning this book.

Donald Rivera;

Y our reading 6th sense will not betray you actually, why because this Security Threat Mitigation and
Response: Understanding Cisco Security MARS e-book written by well-known writer whose to say well
how to make book which can be understand by anyone who all read the book. Written with good manner for
you, still dripping wet every ideas and publishing skill only for eliminate your own personal hunger then you
still doubt Security Threat Mitigation and Response: Understanding Cisco Security MARS as good book not
just by the cover but also with the content. Thisis one e-book that can break don't evaluate book by its
protect, so do you still needing one more sixth sense to pick this!? Oh come on your examining sixth sense
aready told you so why you have to listening to another sixth sense.
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